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01   Purpose
TogetherUp has a responsibility to ensure confidential information obtained through its work is used appropriately, protected from unauthorised access or disclosure and handled only for legitimate purposes.
This policy establishes the confidentiality responsibilities of people working for or on behalf of TogetherUp.
02   Scope
This policy applies to TogetherUp:
	○	directors
	○	employees

	○	contractors
	○	consultants

	○	recruiters
	○	supervisors

	○	coaches
	○	trainers and facilitators

	○	administrative personnel
	○	volunteers or students, where applicable

	○	any other person authorised to access confidential TogetherUp information.
	



Confidentiality obligations continue after a person’s employment, contract or engagement with TogetherUp ends.
03   Confidential information
Confidential information includes information that is not publicly available and that a reasonable person would understand should be treated confidentially. It may include:
	○	personal and professional information about practitioners
	○	CVs and employment information

	○	registration and qualification information
	○	supervision records

	○	coaching records
	○	practitioner reflections and professional-development information

	○	supervised-practice information and reports
	○	employer information

	○	recruitment information
	○	migration-related information

	○	contracts and agreements
	○	financial and commercially sensitive information

	○	internal business information, processes and strategy
	○	intellectual property and training materials

	○	passwords and system-access information
	○	information supplied by another organisation in confidence

	○	identifiable client information encountered during professional activities
	○	any information specifically designated as confidential.



04   Confidentiality obligations
People covered by this policy must:
1. use confidential information only for legitimate TogetherUp purposes
1. access only information reasonably required for their role
1. not disclose confidential information to unauthorised people
1. not use confidential information for personal, financial or third-party gain
1. take reasonable precautions to prevent accidental disclosure
1. protect passwords and system credentials
1. store electronic information appropriately
1. verify recipients before sending confidential information
1. avoid discussing confidential information where conversations may be overheard
1. report suspected loss, unauthorised access or disclosure promptly
1. comply with TogetherUp’s Privacy Policy and relevant procedures.

These obligations continue after the person’s work with TogetherUp ends.
05   Practitioner information
Information provided by or about practitioners must be treated confidentially and used only for legitimate purposes associated with the services TogetherUp provides.
A practitioner’s identifiable information, CV or professional documentation must not be provided to a prospective employer without the practitioner’s prior authorisation.
Access to practitioner information must be limited to TogetherUp personnel who reasonably require access to perform their role.
06   Supervision and coaching
Information shared during professional supervision or coaching will generally be treated as confidential.
However, confidentiality is not absolute. Information may need to be disclosed where:
1. the practitioner authorises disclosure
1. disclosure forms part of an agreed supervised-practice or reporting arrangement
1. information is required for an agreed progress or final report
1. there is a serious concern relating to safety or risk
1. professional, regulatory or legal obligations require disclosure
1. disclosure is otherwise required or authorised by law.

Where appropriate and legally permissible, the practitioner will be informed about the need for disclosure.
07   Client information in supervision and training
Practitioners participating in supervision, coaching or training must avoid providing identifiable client information unless it is reasonably necessary and appropriately authorised.
Cases used for supervision, education, training or professional development should be de-identified wherever reasonably practicable.
TogetherUp personnel must not unnecessarily copy, retain or distribute identifiable client information.
08   Recruitment and employer information
Practitioner information obtained for recruitment purposes must be handled confidentially.
TogetherUp will obtain the practitioner’s authorisation before providing their identifiable CV, professional documentation or other personal information to a prospective employer.
Confidential information received from employers must also be protected and used only for appropriate TogetherUp business purposes.
Only information reasonably necessary for the recruitment or employment process should be shared.
09   Electronic information and communication
TogetherUp uses Google Workspace for business email, documents, forms and electronic records and SignNow for electronic document signing.
Personnel must:
1. use authorised systems for TogetherUp information
1. maintain appropriate account and device security
1. verify recipients before sending confidential information
1. take particular care when emailing personal or confidential information
1. not share passwords or account credentials
1. not unnecessarily download or copy confidential information
1. not store TogetherUp information in unauthorised personal accounts or systems
1. promptly report lost devices, compromised accounts or suspected unauthorised access.

10   Contractors and other personnel
Contractors, consultants, supervisors and other personnel requiring access to confidential information must be subject to appropriate confidentiality obligations.
Where appropriate to the nature or sensitivity of the work, TogetherUp may require a separate confidentiality or non-disclosure agreement before access is provided.
11   Ending employment or engagement
When a person’s employment or engagement with TogetherUp ends, they must:
1. return TogetherUp property and records
1. cease accessing TogetherUp systems
1. securely delete copies of confidential information they are not authorised or required to retain
1. remove TogetherUp information from personal devices or accounts where applicable
1. continue to comply with ongoing confidentiality obligations.

12   Breaches of confidentiality
Any suspected or confirmed confidentiality breach must be reported promptly to the Director or nominated Privacy Officer.
TogetherUp will assess the incident and take appropriate action, which may include:
	○	containing and investigating the breach
	○	restricting or revoking access

	○	taking steps to recover or secure information
	○	notifying affected individuals where appropriate

	○	notifying relevant authorities where required
	○	disciplinary action

	○	termination of employment or engagement
	○	legal or regulatory action where appropriate.



13   Related TogetherUp documents
This policy should be read alongside:
1. TogetherUp Privacy Policy
1. practitioner supervision agreements
1. employment and contractor agreements
1. confidentiality or non-disclosure agreements, where applicable
1. records retention and disposal procedures
1. data breach response procedures.
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